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As the demand for managed services has grown dramatically, so has the focus on the security of those services. Customers, the media and
analysts have devoted increased attention to the security issues posed by reliance on managed service providers.

TruSecure Service Provider 2001 is designed to meet the unique security needs of service providers: effectively securing their environment,
differentiating themselves from competitors and inspiring confidence in their current and prospective customers.

TruSecure Service Provider’s

Comprehensive Program

TruSecure Service Provider is the only solution that provides

independent testing and verification of all the dimensions of

a service provider’s offerings. The program addresses the

security surrounding the supporting Data Center or Network

Operations Center and enables service providers to continuously

maintain and improve their security posture. TruSecure Service

Provider includes:

+  Electronic assessments of core router and management
stations

+  Physical security review: policies, procedures, architecture

+  TruSecure Risk Monitor, including a constantly refreshed
database of security risks, and real-time alerts around
emerging risks

«  Evaluations and recommendations on overall network
architecture and connectivity, including backup/failover
systems, redundancy and environmental controls

+  Validation of policy compliance in human resources, Internet
security, administration, remote access, helpdesk and
physical security.

Additional modules are available to support the needs of providers
of specific services, such as Managed Firewall Certification
and Dedicated Hosting Certification—the first security
assurance programs designed specifically for these segments.

TruSecure Service Provider 2001 Advantages
TruSecure Service Provider offers a number of compelling
advantages over other security solutions:

+  Independent certification. TruSecure certification provides
independent validation of a sound security infrastructure by
aleading authority in information security. Many TruSecure
Service Provider clients find they can reduce the number of
costly and distracting due diligence visits from prospective
customers.

«  Outsourced security intelligence. TruSecure’s Risk
Recon Team leverages an unparalleled intelligence and
analysis network to keep clients’ operations staff one step
ahead of emerging threats. TruSecure’s ICSA Labs division
facilitates the leading ISP consortium, ensuring that
TruSecure clients are always up-to-date on the state of
security practices of service providers.
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“It was a logical step for us to seek TruSecure certification—the gold standard of security

validation—to demonstrate to our customers Unisys’ unflagging commitment to ensuring the

most stringent security when delivering managed network services,” Unisys Corporation

(Advantages continued)

«  Competitive differentiation. Many TruSecure certified
clients actively feature their certification in advertising,
collateral material and on their website, in order to
demonstrate their commitment to sound security.

+  Centralized security management. With TruSecure’s
new patent-pending Risk Manager console, security for an
extended network of operations centers can be centrally
tracked and managed. The console shows the certification
status, outstanding tasks, vulnerabilities, and more key
information—from the operations center down to the
device level.

«  Better ROI on security investment. TruSecure helps
organizations better leverage the people and products
already in place, yielding greater risk reduction per dollar
spent on security. TruSecure’s fixed price solution provides
a more predictable, cost-effective approach than an
open-ended, billable-hours model.
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of ICSA Labs

TruSecure Service Provider is backed and supported by the
experience and expertise of the ICSA Labs, a division of TruSecure
Corporation. The ICSA Labs is the security industry’s central
authority for product research, testing and certification. The
ICSA Labs sets performance standards for information security
products and certifies over 95% of the installed base of Anti-Virus,
Network Firewall, IPSec and Cryptography products. This
unparalleled body of knowledge provides TruSecure with a
unique ability to help organizations cost-effectively secure their
Internet-connected systems and data.

For more information about how TruSecure Service Provider

2001 can help secure your business, call 1-888-396-8348 or
visit www.trusecure.com.
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