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Defender represents the core component of a strategic
security infrastructure, used to verify authentication

requests and enforce authentication policies across enterprise
networks.

PassGo Technologies’ Defender represents a revolution in security
technology; capable of scaling to accommodate the world’s largest
networks while protecting enterprise wide VPN, remote access and

e-business applications.

or Soft Token = Concentrator Network
with VPN Client

Defender =
Smart Card
Defender
. Defender Security
Desk L
g esktop Login =5 iv

= Directory

Defender Go-1 VPN Internal g
i
{

Active Directory
LDAP

refender
NS Token

-

Existing
RADIUS Server l

efender © i

Scalability and Performance

efender SMS
\Token Service

Seamlessly integrated with Microsoft's® Active Directory®, Defender offers a truly
extensible architecture which is capable of scaling to fit your business needs.
Defender has been deployed across the globe in organizations spanning finance,
high technology, government and health care to name a few, and is proven to
deliver the highest levels of performance and availability.

KEY
POINTS

Strong two-factor
authentication

Ensures only authorized
users access protected
resources

Full flexibility to control
degrees of authentication
required

Support for multiple tokens.
Hardware, software and
mobile SMS

Secure and simple
initialization, registration,
distribution and
administration of tokens

Comprehensive
administration and
management using
Microsoft® standard tools

Tiered authentication
architecture, one-, two- or
three-factor

High availability with multiple
authentication servers for
load balancing and fault
tolerance

Architected throughout on
strong industry standards —
providing strong reliable
security solutions

Works towards a ‘Forensics
Ready’ security stance

Infinitely scalable
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Defender authentication can be used by your employees, business partners and
customers, whether thy are local, remote or mobile.

Whether they require access through VPN to remote access applications, wireless
access points, network operating systems, intranets, extranets, Web servers or
applications, Defender’s strong two-factor authentication ensures that only authorized
users are permitted access.

The ability to undertake a gradual migration to Defender from incumbent legacy
authentication solutions is of crucial importance to security administrators.

With Defender and the legacy system running side by side, Defender’'s RADIUS proxy
feature enables administrators to direct user authentication requests to Defender. If
the user is not yet defined within Defender, the authentication request is transparently
passed, via the proxy feature, to the incumbent authentication solution.

This allows administrators to migrate users to Defender as and when their tokens
expire.

Defender has been architected to integrate fully with Microsoft's® distributed directory
service, Active Directory®. This integration leverages all the advantages of the
centralized management of the directory information, through a common, user familiar
interface.

User token assignment is simply an additional attribute to a user’s properties within
the directory, consequently making the security administrator’s role significantly
easier.

With a vendor neutral position, PassGo Technologies can support a wide range of
tokens including mobile (SMS), smart cards, software, PDA and USB hardware based
tokens, offering a truly flexible and cost effective range of options to suit every
requirement.

Defender has been architected around the industry accepted standards of RADIUS
and LDAP, with all inter-component communications being encrypted using triple DES
ensuring a strong solution throughout.

Maintaining a transaction log of all authentication activity, Defender provides a
comprehensive audit trail for security administrators monitoring the enterprise, helping
to position your business in a forensics ready stance.



